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ARA Platform Overview

  The ARA living lab is mainly used for research

 It can also be used for education “by default”

 Instructors can utilize any ARA experiment from our user 
manual to be used in their classrooms/labs

 We decided to go one step further



Instructor Resources

 Dedicated “ARA For Education” webpage

 https://arawireless.org/ara-in-education/

 Customized experiments for the classroom

  Variety of labs for different courses (Wireless Networks, Wireless Security)

 Lab templates (in editable format – instructors can customize)

 Lab report solution for instructors (not shared on our website)

 We provide technical support for instructors and TAs

 Students’ Feedback

https://arawireless.org/ara-in-education/
https://arawireless.org/ara-in-education/
https://arawireless.org/ara-in-education/
https://arawireless.org/ara-in-education/
https://arawireless.org/ara-in-education/
https://arawireless.org/ara-in-education/


ARA Education Webpage
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List of Courses that uses ARA at ISU

Spring 2024 – Fall 2025

 CPR E 4890: Computer Networking 
and Data Communications

 CPR E 5370: Wireless Network 
Security (Graduate Course)

 CPR E 4370: Introduction to 
Wireless Security (Undergraduate)



Technical Concepts (MCC, MNC, IMSI, etc)

 IMSI Stored in SIM, not more than 15 digits

 3 digits for Mobile Country Code (MCC)

 2 or 3 digits for Mobile Network Code (MNC)

 It uniquely identifies the home network of the mobile subscriber.

 <= 10 digits for National Mobile Station Identity (MSIN)



Technical Concepts (MCC, MNC, IMSI, etc)
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Students’ Lab Report



Example Lab Report Template



Lab Report Solution for Instructors



Example Final Project Report



Example Final Project Report



Students’ Feedback

 I think that the emphasis on hands-on labs was useful and well done in this 

course. The labs and homework / reports also gave me an opportunity to 

explore wireless security topics on my own with provided direction.

 Having direct involvement in the various components through labs and other 

kinds of hands-on experiments helped promote learning

 The interactive hands-on labs and prompt instructor feedback reinforced my 

understanding by allowing me to immediately apply concepts to realistic 

scenarios. Additionally, clear explanations of complex security protocols 

helped me grasp challenging topics more effectively. The labs! They were 

very helpful at solidifying information presented in the lecture.



How to Use ARA For Education

 https://forms.gle/nchWZKjLXBHnJmUQ6
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arawireless.org wici.iastate.edu

Contact: Mohamed Selim, myoussef@iastate.edu, +1 515 294 2143

Questions



Adding Your Students to ARA Portal

 We recently adapted bulk addition of students using csv files



Bulk Registration of Students
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